MUWHVCTEPCTBO OBPA3OBAHUNSA 1 HAYKH POCCUHNCKOW ®EJEPAIIN
JEIMAPTAMEHT I'OCYJAPCTBEHHOM IIOJINTUKU B COEPE
OBIIIEI'O OBPA3BOBAHUA

IMMCBMO
ot 14 mas 2018 r. N 08-1184
O HAITPAB/IEHU NTH®OPMAIIUN

[emnapraMeHT rocy/japCTBEHHOM TIOMUTHUKU B cdepe obirero obpa3zoBanusi MuHoOpHayku Poccuu
HarpaB/IsSieT [/ CBeZleHUs1 pa3paboTaHHble BpemeHHoU komuccuert CoBeta dezepariy 10 pPa3BUTHIO
MH(pOPMaI[MOHHOTO 00IlecTBa MeToJuuecKhe peKOMeHJAlMHd O pa3MellleHWd Ha WH(OpPMAaIMOHHBIX
CTeHJax, o(pULIMATTEHBIX HWHTepHeT-canuTax U Jpyrux HMH(GOPMAaI[MOHHBIX pecypcax
o6111e00pa3oBaTeIbHbIX OpraHU3alvii U1 OPraHoB, OCYILeCTBIISIOLUIUX yIpaBieHue B cdepe oOpa3oBaHus,
uH(pOopMaIuu o 6e30macHOM TIOBeIEHUH U UCTIO/b30BaHuU ceTH "VIHTepHeT".

Oupekrtop [JenaprameHTa
A.E.ITIETPOB



IIpunoxenue
METOJNYECKMNE PEKOMEHJALIMN
O PASMEIIEHVN HA THO®OPMAIIMOHHBIX CTEHAAX, OPUITUAJIBHBIX
WHTEPHET-CAVITAX U IPYTUX NH®OPMAIIMOHHBIX PECYPCAX
OBIIEOBPA30BATE/IbHBIX OPTAHU3AIIUI 11 OPTAHOB, OCYIIIECTB/IAFOIIX
YIIPAB/IEHUE B COEPE OBPA3OBAHUISA, UTHOPOPMAILIMUA O BE3OITIACHOM
INHOBEJEHWU 1N NUCIIO/IbBOBAHUU CETHU "UHTEPHET"

OkcriepraMd M wieHamu BpemenHor komuccunm CoBera ®Pefepaiud 1O pa3BUTHIO
WH(POPMAI[MOHHOTO OO0II[eCTBa B pPaMKax BBITIOJHEHUsT PEKOMEH[AIMii Tap/aMeHTCKUX —C/TyIIaHuH
"AKTya/sbHble BOTIPOCHI ObOecrieueHusi 0e30MaCHOCTM W pa3BUTHSL JieTeld B HWH(OPMAIMOHHOM
npocTpaHcTBe”, kKoTopbie Tipomi B CoBete ®Pexmepanu 17 ampens 2017 1., Obud pa3paboTaHbI
MeTOANUeCKUe PeKOMeH/JalMK O pa3MellleHHH Ha MH(OPMalMOHHbIX CTeHZAAX, O(ULIManbHbIX UHTePHET-
caTax M Jpyrux WHGPOPMAIMOHHBIX pecypcax o001ieobpa3oBaTe/lbHBIX OpraHW3alliii W OpraHoB,
OCYILL[eCTB/ISIFOLIUX yIpaB/ieHWe B cdepe obpa3oBaHusi, MHPOpPMaLuu O Oe30MacHOM TOBeeHUH U
WCI0/Ib30BaHuM ceT "VIHTepHeT" (Zasee - MeToAUUeCKHe PEKOMeH/alvn).

Metoguuecke  peKOMeHJALMM  HarpaB/ieHbl Ha  KaueCTBeHHOe  I[IOBbILIEHWEe  YPOBHS
WH(POPMAI[MOHHOW [IeSTeNTbHOCTH 00111e00pa30oBaTe/lbHbIX OpraHU3al[dii U OPraHOB, OCYIIEeCTB/ISIOIINUX
yrpaByiieHue B chepe obpa3oBaHMs, B UaCTU MH(OPMHUPOBAHUS YYAIMXCS, UX POAWTeNel (3aKOHHBIX
TIpeZICTaBUTe/Iel) U TelarOTUYecKuX pPAOOTHUKOB 00 OCHOBHBIX —acreKTaX WHGMOPMAaIMOHHOM
6e30MmacHOCTH.

Metoguueckre peKOMEeH/AIMK TI03BO/IAT 00Ieo0pa3oBaTe/lbHBIM OpPraHU3al[UsIM W OpraHaM,
OCYILL[eCTB/ISIFOLIUM yTipaB/ieHMe B cdepe o0pa3oBaHus, aKTyaJud3UpOBaTh YyKe WCIO/Nb3yeMble U
pa3MellleHHble UH(POPMAIIMOHHbIE MaTepHuasbl, TaK U MOJTOTOBUTL UX B Cydyae UX OTCYTCTBUS C YUETOM
JIYUIIMX MPaKTUK U peKOMeH/IaLuH.

B pamMkax MeTonueCKuX peKOMeH/Jalii pacCMaTpPUBAIOTCA C/IeAYOIIe UHCTPYMEHTBI:

1. wHdOpMalMOHHbIE CTEeH/bI;
2. odwuiuanbHble UHTepHEeT-peCcypChl;
3. cpencTtBa MaccoBOW MHGoOpMalUM (LLIKOJbHbIe Ta3eTbl, MeJaroruueckve M3ZaHusd |

npyrue).

NudopmanuoHHbIe CTeH/IbI

Ha uHbopMalMoHHbIX CcTeHaX B 0011[e00pa30BaTeIbHbIX OPraHU3al[|siX, PACIIOIOKeHHbIX B (oiie
yupexaeHuii U B KaOWHeTaX, OCHAIIleHHbIX TePCOHANbHBIMH YCTPOMCTBAMU [i/i1 BBIXOZIA B CEThb
"MHTepHeT", peKOMEH/YeTCsl pa3MeCTUTb WH(OPMAI[MOHHbBIE TTaMSITKH, COZIEPIKAlljie OCHOBHbIE COBETHI
1o obecrnieyeHH0 UHPOPMAI[MOHHOW 6€30TTaCHOCTH YUaITUXCH.

B mpunoxenun N 1 K METOAMUYECKUM DEKOMEH[AIMsM TIpe[CTaB/ieH o0pasel] MaMsATKH st
pasMelijeHyst Ha UH(HOPMAI[HOHHBIX CTEeH/IaX.

CpeacTBa MaccoBoi HH(opMaIuu

B cpeacrtBax maccoBoit uHGOpMalvM, OPUEHTHMPOBAHHBIX Ha O0yuaroIIyxcsi, peKOMeHJyeTcsi B
TeueHHe y4eOHOro TOAa Ppery/asipHO TyOMMKOBaTh WH(OPMALMOHHbIE MaTepuasbl, TOCBSIIeHHbIe
OTZle/IbHbIM ~ acrieKTaM HWHGOpPMAalMOHHOW 6e30MacHOCTH, a TakXKe pa3/uuHble TaMATKU 00Iiero
XapakTepa.

B cpeactBax MaccoBoil MHGOpMaI[MM, OPHEHTHPOBaHHBIX Ha TeJaroruyeckyro 0O0IIeCTBeHHOCTb,
PEeKOMeH/yeTCsl B TedeHHe KaJIeHZAPHOTO roJja PerysipHO MyO/iMKoBaTh MH(OPMAL[MOHHbIE MaTepUasbl,
TIOCBsIII[eHHbIe OT/le/TbHbIM acrieKTaM WH(pOPMal[MOHHOW 0e30MacHOCTH KaK HeCOBepIIIeHHOIETHUX, TaK U
o01jeobpa3oBaTe/IbHBIX OPraHU3alvi, a TakK)Ke Pa3/IMyHble MaMsITKW, 0030pbl HOPMAaTHBHO-TIPABOBOTO
perynvpoBaHusi JJaHHOU cdepbl U WHPOPMALIHMIO O aKTya/JlbHbIX MEPOTPUSATHSIX U COOBITUSAX B JAHHOU

cdepe.



B xome mpoBenenuss EguiHOTO ypoKa mo Oe3omacHoCTH B cetd "VIHTepHET" peKOMEHAyeTCs
obecrieunTh BBIMMYCK TEeMaTHUeCKOro BhIMMyCKa CpeAcTBa MaccoBoi uHpopmanmyd a1bo cepuu
NyO/TMKaIuid, Cpeii KOTOPBIX PACCMOTPETh OpPraHW30BaHHbIE MEPOTPUATUS [Ji O0yJarol[uxcs, UX

poauTesielt (3aKOHHBIX TIPeZICTaBUTe el ) U Tielaroruueckoit 00111eCTBeHHOCTH.

Odunmanbubie IHTepHeT-pecypchbl

OO01ieobpa3oBaTe/ibHBIM  OPraHU3alIdsIM  PEKOMEH/IYeTCss Ha CBOMX oduiuanbHeIX WHTepHeT-
pecypcax obecrieunTb (PyHKIIMOHMPOBAHHWE CaMOCTOSITEJILHOTO U  CIelMaJM3UPOBAaHHOTO pasfiesia
"WHdopmaroHHasi 0e301acHOCTh", B paMKax KOTOPOTO TPeAyCMOTPeTh pasMelleHue CJIeyrolei

vHdopMalmu:
Ne Pazpen / Popmar
npejACTaB/IeHUs CopaepxaHue MaTepuasioB
n/n nojpasjesn
MaTepHa’/ioB
1.  JloxkanbHble Komuu fokymeHTOB Pa3meljaroTcst KOMWUW JOKYMEHTOB, T.e. CKAHUPOBAHHBIN
HOpMaTUBHbIe akThl B (hopmate *PDF BapUaHT /IOKYMEeHTa, COOTBETCTBYIOIIHI TPeOOBaHUAM K
B ctepe rapamMeTpaM CKaHUpOBaHUs. Pa3melratoTcsi JOKyMeHTHI,
obecrieueHus pernaMeHTUpYIOIe  OpraHu3alio W pabory ¢
VMH(OpPMaLMOHHON MepCcoHanbHbIMU JJAHHBIMH, TUIAaHbI MEPOMNPUATHN T10
Be3ormacHoCTH obecrieueHHIO vH(pOpPMAaLIMOHHOMN Be3omacHoCTH
00yyJaroLuxcs o0yyJaroluxcs U Apyrue.
2.  HopwmarusHoe Kommu nokymenToB IlyOnuKyrOTCSl akTyasibHbIe CBeJieHUs O (efjepalbHbIX U
pery/1vpoBaHye B (hopmarte *PDF peruoHaJbHbIX 3aKOHAaX, MUCbMax OPraHoOB B/IAaCTU U
Jpyrue HOPMAaTHWBHO-TIPaBOBbIe JIOKYMEHTBI,
persnaMeHTUpyole obecriedeHre WH(POPMAL[MOHHON
0e30MacHOCTH  HeCOBepIIeHHOJeTHUX. JlomyckaeTcs
BMECTO  KOMWWA  pa3MmelljaTb  TMIEpPCChUIKA  Ha
COOTBETCTBYIOL[ME [IOKYMEHTbl Ha CalTax OpraHOB
roCyJapCTBEHHOW BIACTHU.
3. Ileparormueckum  TekcT Ha cTpaHulle Pasmemjarorcss — MeTofuYeCcKue  peKOMEHJALMM U
paboTHUKam cauTa yKasbIBaeTcsi MH(OpMaLUsi O MepONpUATHUSAX, TIPOeKTax
Kormmu oKyMeHTOB M IIporpaMmax, HarpaB/eHHbIX Ha  [IOBBIIIEHHE
B (popmare *PDF MH(OpPMAI[MOHHOW  TPaMOTHOCTU  TleflaroruyeCcKux
pPabOTHUKOB.
4.  OOyuarolmmcs TekcT Ha cTpaHulle  Pa3smeljaeTcss ”HGOpMAalMOHHAs TTaMsITKa (TPUIOXKeHue
cauTa N 2) u ykasbiBaeTcsi MH(OpMALUsi O MepONPHUATHSIX,
MpoeKTax M  IporpaMMax, HarpaB/ieHHbIX  Ha
TMOBBILLIEHHEe MH(pOPMaL[MOHHON IPaMOTHOCTH
o0yuJaroImxcs.
5. Popurensm TekcT Ha cTpaHulle Pa3meliaeTcsi nHGOpMaIMOHHAs TlaMsiTKa (TIPUIOXKeHHe
(3aKOHHBIM calita N 3).
MpeCTaBUTEISIM)
obyuarormxcst
6. [erckue TekcT Ha cTpaHulle Pa3meliaetcss uHopMalusi O peKOMeHAyeMbIX K

oduLManbHBIX

Oe30macHbIe CAUThI

caiita

UCIO/b30BaHUI0 B yueGHOM Tmporiecce 6e30macHbIX
caiitax, baHHepbI Oe30MaCHBIX JEeTCKUX CAUTOB.

OpraHaM, OCYIIeCTBJSIIOIUM yIIpaBieHHe B cdepe o00pa3oBaHMs, PEKOMEHYeTCS Ha CBOMX

NHuTtepHeT-pecypcax

obecrieuvTh

(YHKLJMOHMDOBaHHWE  CaMOCTOSITe/IbHOTO U

Criel[MaM3upoBaHHOro paszena "VMHbopmanroHHas 6e30macHOCTh'', B paMKax KOTOPOTO TPeayCMOTPeTh
pasMellieHNe C/leflyroleld MH(pOpMaLuu:



[Tpunoxenue N 1

INIAMSATKA
JUISI OBYUYAROIINXCHA O TH®OPMAIIMIOHHOM BE3OIIACHOCTU JETEM

HEJIb351

1. Bcem mozpsii coobijaTh CBOK UYaCTHYH MHQoOpMaluio (HacTtosimye ums, Gamunuio, TesnedoH,
azipec, HOMep LIKOJ/bI, a TakKe (oTorpaduu CBOU, CBOeM CeMbU U Ipy3eil);

2. OTKpbIBaTh BOXKEHHBIE (Pai/ibl 37IEKTPOHHOM TOYTHI, KOTZlA He 3Haelllb OTIPaBUTe/Is;

3. T'pybOuth, mpuAMPATLCS, OKa3bIBATh JjaB/ieHre - BeCTH Ce0st HeBEeXK/TMBO M arpeCcCHBHO;

4. He pacriopsbkaiics [JeHbraMu TBOel ceMbd 0e3 pa3spellleHHsi CTapLIMX - BCerja CripalivBait
poauTeneu;

5. He Bcrpeuaiics c VIHTepHeT-3HaKOMbIMM B peanbHOM >KU3HU - TOCOBETYWCSI CO B3POCIbIM,
KOTOPOMY [lOBepsielllb.

1. He Bce mumyt mpaBay. Yutaeib 0 cebe HeripaBay B VHTepHeTe - cooOiiy 06 3TOM CBOUM
POZUTE/ISIM WY OIleKyHaM;

2. TlpurnaiiaroT repenuchbiBaThCsl, UTPaTh, 0OMEHUBATHLCS - TIPOBEPh, HET JIU MO/[BOXA;

3. He3akoHHoe konupoBaHue (¢aiiioB B VIHTepHeTe - BODOBCTBO;

4. Bcerga pacckasbiBaii B3pOC/IbIM O MpobsieMax B CeTH - OHU BCer/ia TIOMOT'YT;

5. Wcrnonb3yii HacTpoWiKy 6e30MacHOCTH W TPUBAaTHOCTH, UTOOBI He IOTepSATh CBOW AKKAyHTHI B
COLICeTSX U JPYIrUX roprasax.

MO>XHO

1. YBakal Apyrux IoJib30BaTesiew;

2. Tlonb3yerbcs VIHTepHET-UCTOYHUKOM - JleJlail CChIIKY Ha Hero;

3. OTKpbIBall TOJIBKO Te CCBIJIKY, B KOTOPBIX YBEpEeH;

4. OOmaTbcs 3a TMOMOILBI0 B3POC/BIM - POJAUTENH, OMEKyHbl M aJMHUHUCTpALIMs CaWTOB Bcerja
TIOMOTY'T;

5. Tlpotigu obyuyeHue Ha caiiTe "CeTeBUUOK" U TIOYUYM MACIIOPT I{UPOBOTO rpaskaHUHA!



[Tpunoxenue N 2

VH®OPMAIIIOHHAS IIAMSATKA
1711 OBYYAFOIIMXCA 711 PASMEIIEHIS
HA O®UIUAJILHBIX NTHTEPHET-PECYPCAX

C KaKIbIM TOZIOM MOJIOZEXHM B WHTEPHETe CTAHOBUTHCS OOJIbILE, a MIKOJBHUKKA OJHHM M3 CaMbIX
aKTHUBHBIX TIO/b30BaTesedl PyHera. Mexay TeM, I[OMHMO OrPOMHOTO KOJMUYECTBa BO3MOYKHOCTEH,
WHTEpHeT HeceT ¥ NpobsiemMbl. JTa MaMsTKa JA0/DKHA TIOMOYb Tebe 6e30macHO HaXOJUTHCS B CETH.

KomnbroTepHbIe BUPYCHI

KoMrmbloTepHBI BUPYC - 35TO Pa3sHOBUJHOCTb KOMIBIOTEPHBIX MPOTrpamM, OTIUUUTEIbHON
0COOEHHOCTBIO KOTOPOH SIB/ISIETCS CIIOCOOHOCTD K pa3MHOKEHUIO. B /10TI0/THEHHE K 3TOMY, BUPYChl MOT'YT
MOBPEJUTh WM TOJHOCTbIO YHUUTOXXUThH BCe (Daiiibl U [laHHble, MOJKOHTPO/IbHBIE T0/Ib30BaTeN0, OT
WMeHU KOTOpOro Obla 3arylijeHa 3apakeHHasl TIPOrpaMMa, a TakKyKe TIOBPEeUTh WU JiaXKe YHUUTOXKWUTh
OTepalL[MOHHYI0 CUCTeMYy CO BceMH daitiamMu B 1jesioM. B GO/BIIMHCTBe C/lyuaeB PaCIpOCTPAHSIOTCS
BUPYChI Uepe3 UHTEPHeT.

MeToppbl 3alUThI OT BPeJOHOCHBIX IIPOrpaMM:

1. Wcnone3yil cOBpeMeHHbIe OrepaljMoOHHbIE CUCTEMbI, UMEIOLIe CepPbe3HbId YPOBEHb 3allUThl OT
BPe/IOHOCHBIX NPOrpPaMM;

2. TlocrosHHO  ycTaHaBivMBai mauTu  (UUQpPOBbIe  3arjaTK¥, KOTOpble  aBTOMAaTHYeCKd
yCTaHaB/IMBAIOTCS C 1[e/ibl0 opaboTKU MporpaMMbl) U Apyryue 0OHOB/IEHUST CBOel OoreparjuoHHOMN
cucrembl. CKaurMBail UX TOMBKO C oduianbHOro caira paspaborurka OC. Ecimu cyijecTByer
Pe’KUM aBTOMaTH4eckoro 0OHOBJIEeHUs], BK/TFOUH €ro;

3. Pabortaif Ha CBOeM KOMIIbIOTEPE TIO/i TpaBaMU TIO/b30BaTe/s, a He aJMUHHCTpATopa. JTO He
TIO3BO/IUT OOJIBIIIMHCTBY BPEJOHOCHBIX TMPOTpaMM HMHCTa/I/TMPOBaThCsS HAa TBOEM IepCOHATbHOM
KOMIIBIOTEDE;

4. Vcnonb3yd aHTUBHDYCHble TMpPOrpaMMHblE TIPOAYKTbl W3BECTHBIX TMPOM3BOJAWTENEN, C

aBTOMaTHueCKHUM OOHOB/IeHHEM 0a3;
Orpanuub (pr3nueCcKuil JOCTYI K KOMITbIOTEPY /1J1s1 TOCTOPOHHUX JINLI;
6. Wcronb3yli BHelllHMe HOCUTeMU WHGOpMaluK, Takue Kak duiellika, AUCK WK daiin U3 WHTepHeTa,

TOJIbKO M3 NPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbiBail KOMITbIOTEDHbIE (ailsibl, MOMyYeHHbIe U3 HEHaJeXXHbIX HCTOUHUKOB. [laxke Te

(haitsibl, KOTOPBIE MPUC/IaI TBOW 3HAKOMBbIH. Jlydllle yTOUHU Y Hero, OTTIPaB/Isi/I i1 OH Tebe uX.

v

Cerun WI-FI

Wi-Fi - 3To He Buj nepefiaun JIAHHBIX, He TEXHOJIOTHS, a BCETO JIMIIb OpeH |, Mapka. Emie B 1991
roly HUJepiaH/CKass KOMIaHusi 3apervucTpupoBasia 6pers "WECA", uto o603Hauasio C/I0BOCOUeTaHHE
"Wireless Fidelity", KoTopsiii mepeBoguTCs KaK "GecripoBoiHasi TOUHOCTD".

o Hariero BpemMeHH Jioliia pyrasi abbpeBuarypa, KoTopasi SIBIsIeTCsl TaKoW yKe TeXHOIoTHel. ITo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHMe ObIJIO JaHO C HAMEKOM Ha CTaHJ|apT BBICIIIEH 3BYKOBOW TEXHUKU
Hi-Fi, uto B nepeBo/ie 03HauaeT "BbICOKAsi TOUHOCTD .

Ha, OecrnaTHBIN WHTEPHET-ZOCTYN B Kade, OTelssXx W aj’porioprax SBASETCS OTIUUHOMN
BO3MO)KHOCTBIO BbIX0/]a B UHTePHeT. Ho MHOTHe 3KCIepThl CUATAIOT, uTo 0birefoctynHble Wi-Fi ceT He
SBJITFOTCST Oe30T1aCHBIMH.

CogeThl 110 6e30macHOCTH pabOoTHI B 00111e0CTYHBIX ceTsix Wi-fi:

1. He mepepaBaii cBoro uuHyto nHbopManuto uepe3 obirenoctynHeie Wi-Fi cetu. Paboras B HUX,
KeslaTe/IbHO He BBOAUTD NMapo/u JOCTYTa, IOTUHBI U KaKhe-TO HOMepa;

2. Wcnonb3yi u OOHOBASM aHTUBUPYCHbIE TIPOTpaMMbl M OpaHamayep. TeM CaMbIM ThbI
o6e3oracuilib cebst OT 3aKauku BUpycCa Ha TBOe YCTPONCTBO;



3. TIpu ucnonb3oBannu Wi-Fi otkmoun dyskiuio "OOumii gocTyn K daiiaM U mpuHTEpaMm'.
HNanHas (yHKIUsS 3aKpbiTa [0 YMO/IYaHHIO, OFHAKO HEKOTOpble T0/b30BaTely aKTUBUPYIOT ee [Jis
yA0o0CTBa MCIT0/Tb30BaHUS B paboTe umu yuebe;

4. He wucrions3yit nyonuuneii WI-FI a1 miepefjauy MMUHBIX JAHHBIX, HallpUMep i BbIXOJa B
CoLa/ibHbIe CeTU WIU B JIEKTPOHHYIO T1OUTY;

5. Wcnonb3yi TOMBKO 3aliuirieHHoe coequHeHne uepe3 HTTPS, a ve HTTP, T.e. ipu Habope BeO-
azpeca BBoiu uMeHHo "https://";

6. B mMobunsHOM TenedoHe orkmoun (yHkiuio "Tlogkmouenre Kk Wi-Fi aBromaruuecku". He
JIOTTyCKali aBTOMaTHUeCKOTO TOK/TFOUeHHsT yCTPOHCTBA K ceTsaM Wi-Fi 6e3 TBoero cormacusi.

COI.II/IaJIbelE CeTHn

CoumanbHble CeTH aKTUBHO BXOZAST B Hally >KW3Hb, MHOTHe JIHOAU DPabOTalOT U JKUBYT TaM
TOCTOsTHHO, a B Facebook yxe 3aperucrprpoBaH Muinnapz, 4ejioBekK, UTo sIBSIeTCS OHOM ceIbMOM BCex
JKUTe/el mMyaHeTbl. MHOrve mo/b30BaTeMd He TOHMMAal0T, YTO HUHQOpMalus, pa3MelleHHas WMH B
COLMAbHBIX CeTSX, MOKeT ObITb HaliZleHa U MCIOb30BaHa KeM YTOJHO, B TOM UHC/ie He 00si3aTebHO C
GraruMu HamepeHUsIMU.

OCHOBHBIE COBETHI 110 6€30TIaCHOCTH B COL[A/IBHBIX CETSIX:

1. OrpaHuYb CITUCOK Apy3eil. Y Tebsi B Ipy3bsiX He JO/DKHO OBbITh C/TyualiHbIX ¥ He3HAKOMBIX JIFOfel;

2. 3aumiaii CBOK YacCTHYHO >KU3Hb. He yKa3biBali mapomnu, TesnedoHsl, afpeca, JaTy TBOero
POX/IeHHs1 ¥ APYTYIO JIMYHYIO0 MH(OPMALMIO. 3/I0YMBIIIJIEHHUKY MOTYT MCI0/Ib30BaTh Jjake
VMH(pOPMAaLMIO O TOM, KaK Thbl U TBOM POAUTEH TJIaHUPYyeTe MPOBECTH KaHUKY/IbI;

3. 3auuinait CBOI peryTaluio - Iep>KU ee B UMCTOTe U 3a/jaBaii cebe BOMpOC: X0Tes Obl Thl, UTOObI
JpyTHe I0/Ib30BaTe/I BUe/IH, UTO Thl 3arpykaels? Ilogymai, pexxze 4eM 4To-TO
ory06/IMKOBaTh, HANKMCaThb U 3arpy3uTh;

4. Ecau Tbl TOBOPHILB C JIFOAbMU, KOTOPBIX He 3Haelllb, He UCIO0/Ib3yU CBOE peajlbHOe UMs U IPYTYI0
JUYHYIO0 UH(POPMALIUK: UMs1, MeCTO JKUTeTbCTBA, MECTO yueObl U TIpouee;

5. W36eraii pa3merrienus dororpaduii B IHTepHeTe, T7ie Thl H300paykeH Ha MECTHOCTH, T10 KOTOPOU
MOJKHO OMpe/Ie/IUTh TBOE MeCTOMOI0KEeHHE;

6. Ilpu perucrpanuu B COLMAIBHOU CeTH He0OXOUMO UCIIOMb30BATh CI0XKHBIE TTAapOJIH, COCTOSILIHe
13 OyKB 1 IUGP U C KOJTMUeCTBOM 3HAaKOB He MeHee 8;

7. [ns coLManbHOM CeTH, MOYTHI U [PYTHUX CAUTOB HE0OXOMMO UCIIOMb30BaTh pa3Hble MapoJIH.
Torga ecnu Tebsi B3/10MalOT, TO 3/I0YMBIIIJIEHHUKU TIO/TYYaT JAOCTYI TOJIBKO K OZIHOMY MeCTY, a He
BO BCe Cpasy.

BHEKTPOHHLIE A€HbI'

ODJIeKTPOHHbIE [IeHbIY - 3TO OueHb y00HbIN crocob rarte)keld, 0HAKO CYILLeCTBYIOT MOILEHHHUKHY,
KOTOPBI@ XOTAT TO/TYYHUTh 3TH [JeHbIU.

OJIeKTPOHHbIE /leHbI'M MOSIBUIMCh COBCEM HeZIaBHO M MMEHHO K3-3a 3TOr0 BO MHOTHX rOCy/japCTBax
JI0 CHX TIOP He MPOMNKCAHO TPO HUX B 3aKOHAX.

B Poccun ke oHM GYHKLMOHHMDYIOT M O HMX Y)Ke TPOIMCAHO B 3aKOHe, IJle MX pa3fesisitoT Ha
HEeCKOJIbKO BH/IOB - aHOHMIMHbBIE U He aHOHUMHBIe. Pa3HuUIla B TOM, UTO AaHOHHMMHBIE - 3TO Te, B KOTOPBIX
paspellaeTcsi TPOBOJUTL orepanuyd  6e3 ujeHTH(UKALMU TI0/b30BaTess, a B HEAHOHUMHbIX
UIeHTUUKALIYS TI0/Th30BaTeJIs SIB/IIeTCS 00s13aTe/TbHOM.

Taxke csieflyeT pasnuyaTh 3/1eKTPOHHbIE (praTHbIe [JeHbI'M (paBHBI FOCY/lapCTBEHHBIM Bajl0TaM) U
3/1eKTPOHHbIe He(raTHbIe IeHbIY (He PaBHBI TOCYAAPCTBEHHBIM BaTFOTaM).

OcHOBHBIe COBeTHI 10 He30macHoi paboTe € 371eKTPOHHBIMY JleHblaMU:

1. TIpuBsKu K cyeTy MOOWIBHBIN Tesle()oH. ITO CaMblid yAOOHBIN M OBICTPBIN CMIOCOO BOCCTAHOBUTH
JocTyn K cuety. IIpuBsi3aHHbIN Tesile)OH NOMOXKET, ec/v 3alyziellib CBOM I1aTeXXHbIM Maposib Win
3ali/lelllb Ha CalT C He3HAKOMOTr0 YCTPOUCTBA;

2. HUcrnonb3yil ogHOpasoBble maposu. [Tocie mepexofa Ha yCH/IeHHYIO aBTOpu3alio Tebe yxe He
OyzeT yrpoarh OMacHOCTh KPaykKU WM TIepexBara IIaTeXKHOTO TIapoJis;



3.

4.

Beibepu crokHbI maposnb. [IpecTynHukam OyzeT He TIPOCTO yrajiaTh CJIOXKHBIA TApOJb.
Hape>xHble maponu - 3TO Maposiv, KOTOpble COZiep)KaT He MeHee 8 3HAKOB M BKJIHOUAIOT B cebst
CTPOUHBIE ¥ MMPOMNKCHBIE OYKBbI, LU(PHI ¥ HECKOJIBKO CHMBOJIOB, TaKHe Kak 3HAaK Jjo/iapa, (yHTa,
BOCK/IMLIaTe/IbHBIN 3HaK U T.1. Harpumep, $tROng!;;

He BBOzM CBOY /IMYHbIE [JaHHbIE HA CaliTax, KOTOPLIM He JloBepsiellb.

BHEKTPOHHHH moura

BHGKTDOHHaH mo4yTa - 3TO TEXHOJIOTUA MW TIIpeaoCTaB/sdeMble €0 YCIYyrH II0 IIepeCblIKe H

TIOJTyYEeHHIO 3/IeKTPOHHBIX COOOITIeHHH, KOTOpble DPacCIpezessitoTCs B KOMITbIOTEpHOW ceTH. OOBbIUHO
3JIEKTPOHHBIM TIOUYTOBBIM SIUK BBIIVIJUT CAeJYIOL[MM 00pa3oM: HWMSs_I0/Ib30BaTe/Isi(@UMs_/JoMeHa.
Tax>ke KpoMe Tepejjaur POCTOrO TeKCTa, UMeeTCsl BO3MOXKHOCTD Tepe/jaBaTh (ailsibl.

1.

u1

OcHoBHBIe COBeThI 10 6e30macHoOM paboTe C 71eKTPOHHOM MOUTOM:

Hazio BeIOpaTh MpaBU/ILHBIN TTOUTOBBIN CEpBUC. B MHTepPHETEe eCTh OrPOMHBIN BBIOOP OeCIaTHBIX
MOYTOBBIX CEPBUCOB, OJJHAKO JIyYllle [I0BEPSTh TeM, KOTO 3Haelllb U KTO MepPBbIi B PeHTHHTE;

He ykas3piBali B JIMUHOM TiouTe JMUHYO WH(opMaluio. Hampumep, syuiie BbIOpaTh
"My3bIKa/ibHbIN_(haHaT@" win "pok2013" BMecTo "Temal3";

Wcrnonb3yil BYX(aKTOPHYIO aBTOpH3allMi0. JTO KOTZAAa MOMUMO Taposisi HY)KHO BBOAUTH KOJ,
ripuChlIaeMblii o SMS;

Bribepy c/10)KHBIN Taposb. [l KaXK[Oro MOUTOBOTO SIIMKA JIO/DKEH ObITh CBOW HaJeXKHBIM,
YCTOWUMBBIN K B3/IOMY T1apOJib;

Ecm ecTh BO3MOXXHOCTB Harvcarb CaMOMY CBOW JIMUHBINM BOTMPOC, UCTIOB3YH 3TY BOSMOXKHOCTB;
Vcrionb3yl HECKOMBKO TOYTOBBIX SILMKOB. [lepBbId /711 yaCTHOM MepenucKu C ajpecarami,
KOTOPBIM ThI JiOBepsielllb. JTO 371eKTPOHHBIM aJ[peCc He HaJl0 MCI0J/Ib30BaTh MPU PErMCTpaLiui Ha
(hopymax u caiiTax;

He oTkpbiBali (aiisibl U Apyrye BAOXKEHUS B MTUCbMaX, Ja)ke eC/IM OHU TIPUILIA OT TBOUX ApY3ei.
Jlyuiiie yTOUHM Yy HUX, OTIIPAB/ISUIN JIK OHU Tebe 3TU (aiinbr;

[Tocnie okoHUaHMS pabOTHI Ha TIOUTOBOM CEPBUCE TIepei 3aKPhITHEM BK/IaJJKH C CAaliTOM He 3a0y/b
Ha)kaTb Ha "Bt

Kuo6epOy/1/TMHT WM BUPTya/IbHOE U3/1€BaTe/IbCTBO

KubepOy/ustuHr - Tmipec/iefioBaHHe COOOIIEHUSIMH, COJEpPXKAL[UMU OCKOPO/IeHUs, arpeccuro,

3dllyT¥MBdHUE; XY/IMTdHCTBO; COLIMA/IbHOE 60ﬁKOTHpOBaHHe C MMOMOLIBIO pA3/IMYHBIX MHTEepHET-CEepBHUCOB.

1.

N

v

OcHOBHBIe COBeTHI 110 60pbOe ¢ KrbepOyIHrOM:

He 6pocaiics B 60i1. Jlyumnii crioco6: mocoBeToBaThCs Kak cebsi BECTH U, eC/IU HeT TOro, K KoMy
MO>KHO OOpaTUTLCS, TO BHayajie YCIIOKOMTHCS. ECMM ThI HauHellb OTBeYaTh OCKOpPOIeHWsIMU Ha
0CKopOJIeHHs1, TO TOJIBKO ellje 6osIbIle pa3oxUKelllb KOHGUIUKT;

YrpaBnsii cBoelt KubeppenyTaiyeis;

AHOHMMHOCTb B ceTH MHHMas. CylecTBYIOT CHOCOOB! BBISICHUTb, KTO CTOMUT 32 aHOHUMHbIM
aKKayHTOM;

He crouT BecTu XynuraHckuii obpa3 BUPTya/lbHOM J>KW3HU. VIHTepHeT (UKCHUpyeT BCe TBOU
JeViCTBUSL 1 COXPaHSIeT UX. YIAIUTh UX OyleT KpaiiHe 3aTpyAHUTEHHO;

Cobmofaii CBOIO BUPTYyasibHYIO YeCTb CMOJIOAY;

UrHopupy#i enuHWUHBIM HeratuB. OfHOpa30Bble OCKOpOWTE/NbHBIE COOOIIEHWS —JTydllie
UrHopupoBartb. OObIUHO arpeccust peKpalaeTcsi Ha HaualbHOM CTajiuy;

Ban arpeccopa. B nmporpammMax o6MeHa MrHOBEHHBIMH COOOIIEHHSIMH, B COLJMAbHBIX CETSX eCTh
BO3MOYXHOCTb O/TOKMPOBKM OTIPaBKHU COOOIIEHNH C ompe/ie/IeHHbIX a/|pecoB;

Ecrm b1 cBugerens KubepOyrmnra. TBOW [€MCTBUS: BBICTYIIUTb TPOTHB TIpec/ie[oBaTers,
T1I0Ka3aTh €My, YTO ero ZieliCTBUS OL|eHWBAaOTCsl HeraTUBHO, MO/ /lepyKaTh )KepTBY, KOTOPOM Hy’>KHa
TICHXOJIOTMYeCcKasi [IOMOIL{b, COOOLUTE B3pOC/IBIM O (hakTe arpecCUBHOTO IOBeZIeHNs B CETH.



Mo6unbHbIH TenedoH

CoBpemeHHble cMapT(OHbI U TUIAHILIETHl COZiep)kaT B cebe BIIO/IHe B3pOC/IbIN (YHKLMOHAN, U
Terepb OHW MOT'YT KOHKYPHPOBaTh CO CTallMOHApHBIMM KOMIIbroTepamMH. O[HaKO, CPe/iCTB 3allUThl JJIs
No7l00HBIX YCTPOMCTB MOKa 0YeHb Maso. TecTMpoBaHMe U MIOMCK YSI3BUMOCTeH B HUX NPOUCXOWT He Tak
WHTEHCHBHO, Kak 1151 [TK, To ke camoe KacaeTcst 1 MOOM/TBHBIX TIPAJIOXKEHHH.

CoBpeMeHHble MOOM/IbHBIE Opay3epbl y)ke MpakTHYeCKW [O0THajd HaCTO/bHblE aHAsorH, OfHAKO
pacmmpenye GyHKIMOHAA BIeueT 3a 000 OOJBIITYI0 CII0KHOCTh M MEHBILYIO 3alUIIeHHOCTb.

[laneko He Bce MPOW3BOJUTENH BBIMTYyCKAlOT 0OHOB/IEHUS], 3aKphIBaloIlye KpUTUUeCKHe ysI3BUMOCTH
JJ1s1 CBOMX YCTPOMCTB.

OcHOBHBIe COBeTHI 1151 6e301acHOCTH MOOUIBHOTO TenedoHa:

Huuero He siBrisieTcst o-HacTosieMy OecruiaTHeIM. Byab ocToposkeH, Befib Korzia Tebe mpejjiararot
OecniaTHbBIN KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KaKHe-TO T/IaTHbIe YCIYTH;

Hymaii, mpexkae yeM OTnpaBuTb SMS, ¢oTo v Buzaeo. Thl TOYHO 3Haelllb, Ijje OHU OyayT B
KOHEYHOM HuTore?

Heob6xoanMo 0GHOB/ISATH OTIEPALMOHHYIO CHCTEMY TBOETO CMapT(hOHa;

Vcrionb3yit aHTUBUPYCHBIE IPOrPaMMBI 151 MOOW/IBHBIX Tesle()OHOB;

He 3arpy>kait npuio)keHHs1 OT HEU3BECTHOIO UCTOYHHMKAE, BeJlb OHU MOTYT COZlep>KaThb BPeJOHOCHOE
nporpaMMHOe obecrieueHue;

[Tocsie Toro Kak Thl BbIiflelb C CaiTa, I7je BBOAW/I JIMUHYIO MH(pOpPMALMIO, 3aiiii B HaCTPOMKHU
Opay3epa u yzanu cookies;

[Tepropnuecky poBepsii, Kakye IlaTHbIe YCIYTM aKTUBUPOBaHbI HA TBOEM HOMepe;

[aBaii cBoil HoMep MOOM/IBHOTO TeJledhOHa TOMBKO JIFO/SIM, KOTOPBIX Thl 3Haelllb ¥ KOMY /l0Bepsielllb;

Bluetooth gomkeH ObITH BBIK/TIOUEH, KOTJA ThI UM He TOsTb3yelnbcsi. He 3abbiBaii MHOT/|a IPOBEPATH
3TO.

Online urpsi

CoBpeMeHHble OHJIAWH-UTPBI - 3TO KPAaCOUHbIe, 3aXBaThIBAIOIIVE pa3B/ieueHusi, 00BeAUHSIOIINe
COTHU THICSIU UeJIOBeK 110 BceMy MHpY. VIrPOKHM HCC/IeAyIOT AAHHBIM UM MUp, 0OIIat0TCs IPYT C APYTroMm,
BBITIOTHSIIOT 3a/laHMsl, CPa)KalOTCS C MOHCTPAMH M TIO/MYYalOT OIBIT. 3@ Y/[OBOJIBCTBHE OHM IL/IATST:
TIOKYTIAIOT JIMCK, OTJIaYMBalOT abOHEMEeHT U/ MPUOOpeTaroT KaKre-To OMLIUH.

Bce 3Tu cpepcTBa MAYT Ha TOAZep)kaHWe M Pa3BUTHE WIPHI, a TAaKKe Ha caMmy 0e30MacHOCTb:
COBEpILIEHCTBYIOTCS CUCTeMbl aBTOPH3allM, BBINMYCKAIOTCS HOBble Taryu (LMpOBble 3aryiaTKu [jis
TIPOrpamMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mofio6HBIX UTpax CTOMT OMacaThCsl He CTOJIbKO CBOUX COTIEPHUKOB, CKOJIBKO KPaKH TBOErO
TIaposisi, HA KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AaL[K OOJIBIIMHCTBA UTP.

OcHOBHBIe COBeThI TI0 6@30MacCHOCTU TBOEr0 UTPOBOTO aKKayHTa:

1. Ecnu pyroi Urpok BefieT ce0si TUIOXO WM CO37iaeT Tebe HEeMpUATHOCTH, 3a0/IOKUDYH ero B
CTIHCKe UTDOKOB;

2. Tlokanmy¥csi aAMUHHCTpPAaTOpaM WIPhl Ha TIUIOXOe TIOBeJjeHHe S5TOr0 WrpoKa, >KelaTesbHO
TIPUJIOKUTh KaKHe-TO ZI0Ka3aTe/IbCTBa B BU/le CKPUHOB,

3. He ykassbiBaii inyHyt0 UH(OPMALMIO B Npodaiisie Urpsbl;

4. ¥YBaykail Ipyrux yuaCTHUKOB T10 UTPE;

5. He ycTaHaBnuBaii HeouiMaibHbIe MMaTuud U MOJbI;

6. Mcronb3yii ClIoKHBIe U pa3Hble TIapoiy;

7. Oaxke BO BpeMsi UTPbI He CTOUT OTK/IIOYaTh aHTUBUPYC. [IoKa ThI Wrpaelnb, TBOW KOMITBIOTED
MOT'YT 3apa3uTh.



@UIIMHT WK Kpad)Xad JIMYHbIX JdHHBbIX

OOBIYHOM Kpakell [eHer W JOKYMEHTOB CEeTOfHsI y)Ke HHKOTO He VAWBHUINb, HO C pa3BUTHEM
VHTEPHET-TeXHOJIOTUM 3/I0yMbILUIEHHUKY TlepeMeCTWIMCh B MHTEpHET, U TPO/0/DKAlT 3aHUMaTbCsl
"MFOOMMBIM" [1e7I0M.

Tak mosiBU/Iach HOBasi yrpos3a: WHTepPHeT-MOLIeHHUUeCTBa WM (DUIIMHI, I71aBHasl Lie/lb KOTOPOTo
COCTOMT B TIONyueHWH KOH(UEHIMAMbHBIX J[aHHBIX TI0/Ib30BaTesield - JIOTMHOB W maposied. Ha
aHTMicKoM s13bike phishing unraercs kak ¢ummnr (ot fishing - peibHast 10B7s1, password - Maposb).

OcHOBHBIe COBeTHI 110 60opbbe ¢ hummHTOM:

1. Cnemu 3a cBOMM akkKayHTOM. Eciy Thl mozio3peBaelllb, UTO TBOsI aHKeTa Oblla B3/IOMaHa, TO
HeoOXoArMO 3a0/I0KMpOBaTh ee W COOOIIWTH a[MUHUCTPATOpPaM pecypca 00 3TOM KaK MOYKHO
CKopee;

WUcronb3yit Ge3omacHbie BeO-CaliTh, B TOM YKCJie, UTHTEPHET-Mara3uHoOB 1 TTOMCKOBBIX CHCTEM;

3. Ucronb3yil crokHble W pasHble Maposu. Takum o6pasoM, eciu Tebsi B3/7OMaroT, TO
3/I0yMBILUIEHHUKY TIO/TyYar JOCTYTI TOJIBKO K OHOMY TBOeMY MPOQUIIO B CETH, a He KO BCeM;

4. Ecnu Tebs B3/10Manu, To He0OX0AUMO TMpeAyNpeJuTh BCeX CBOMX 3HAKOMBIX, KOTOphIe J00aB/ieHbl

y Tebst B py3bsiX, O TOM, UTO TeDsi B3/10Maid ¥, BOSMOXKHO, OT TBOEro UMeHH OyZleT pacChbiaThCst

CIaM Y CChUIKU Ha (PUIIIMHIOBbIE CAMThI;

YcranoBu HaziexkHBIN Taposib (PIN) Ha MoOUIbHEBIN TenedoH;

OTk/II0uM coXpaHeHUe Mnaposisi B Opaysepe;

7. He oTKpbIBail (aiiibl U ApyTye BIOXKEHHS B MMMCbMax, [jake eC/Id OHHU TIPUIII OT TBOMX ApYy3eH.

Jlyullle yTOUHM y HUX, OTIIPABJIS/IU JI1 OHU Tebe 3TH (aitsibl.
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IIudpoBas penyrapus

Liudposasi pemyrarusi - 3TO HeraTMBHash WM TIO3UTHBHas WHQopManusi B ceTH o Tebe.
KomnpomeTupytoiijasi HGOpMaLusi, pa3MellleHHasi B UHTepHeTe, MO)KeT Cephe3HbIM 00pa3oM OTpa3UThCs
Ha TBoel peanbHOU >ku3HU. "LludpoBas pemyraiusi” - 3TO TBOW UMH/IK, KOTOpBIM (opMupyeTcsi u3
uH(popMaluu o Tebe B MUHTEpHeTe.

TBOoe MecTo >KUTenbCTBa, yuyeObl, TBOe (DMHAHCOBOE TIIOJIO’KEHWE, OCOOEHHOCTH XapakKTepa |
pacckasbl 0 O/IM3KUX - BCe 9TO HAKaruIMBaeTCs B CETH.

MHorue MoApOCTKH JIETKOMBIC/JIEHHO OTHOCSATCS K TyO/IMKaryuy nuHor nHpopmarun B ViHTepHeTe,
He TIOHMMasi BO3MOXXHBIX MOC/AeACTBUNA. Thl Jja)ke He CMOXKellb J0rajatbCsi O TOM, 4TO (oTorpadus,
pa3MelijeHHas 5 JIeT Ha3a/], CTasia MPUYMHON OTKa3a MPUHSATL TeOst Ha paboTy.

KommeHTapuy, pasmelnieHve TBoUX (oTtorpaduii U Jpyrue [JelCTBUSI MOTYT He MCUe3HYThb AaKe
ToC/Ie TOrO, KaK Thl MX yAa/aullb. Tkl He 3Haelllb, KTO COXPaHWI 3Ty WH(OpMalMio, Mornaaa Jd OHa B
TIOMCKOBbIe CHUCTeMbl U COXpaHWIach JIM OHa, a IJIaBHOe: UTO MOAyMaroT O Tebe OKpy»Karolue JIHOH,
KOTOpbIe HAUAYT U YBUAAT 3T0. HaliTh MH(MOPMAIMI0 MHOTO JIeT CITyCTsI CMOJKeT JTI000H - KaK U3 J0OPBIX
noOy>kJieHHH, TakK ¥ C HaMepeHHeM MPUUUHUTD BpeJ. DTO MOKeT ObITh KTO YTOZHO.

OcHOBHbIe COBeTHI 10 3a1yTe LU(POBOM penyTaLyu:

1. Tlomymaii, mpek/ie ueM UTO-TO MyO/IMKOBaTh U TepefiaBaTh y cebst B 6710Te WK B COL[MATBbHOM
ceTy;

2. B nHactpoiikax npo¢uisi yCTaHOBU OrpaHUYeHUs Ha TPOCMOTP TBOEro Nnpogusisi U ero
COJeP>XUMOT0, CZiesiaid ero TOJIbKO "1 Apy3en”;

3. He pasmelniaii u He yka3biBaii HH(OPMALMIO, KOTOpasi MO>KeT KOT0-T10O0 0CKOPOJISITh WU
00MKark.

ABTOpCKOe npaBo
CoBpeMeHHbIe IIKOJbHUKU - aKTHBHBIE T0JIb30BaTe/M LUGPOBOro rpocrpaHcTBa. OJHAKO /1aneko

He BCe 3HAIOT, UTO M0JIb30BaHWe MHOTUMH BO3MOXKHOCTSIMHU I[U(POBOTO MUpa TpeOyeT coO/ro/ieHNs TipaB
Ha WHTeJI/IeKTyaTbHY0 COOCTBEHHOCTb.



TepmuH "uHTe/IEKTyabHasi COOCTBEHHOCTB' OTHOCHTCS K Pa3/IMUHBIM TBOPEHHUSIM UesI0BeueCKOro
yMa, HauMHasi C HOBbIX U300peTeHUii 1 3HaKOB, 0603HaYaloMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U
3aKaH4MBasi KHUramy, (potorpadusmu, KUHO(UIbMaMH U My 3bIKaIbHBIMU ITPOU3BE/I€HUSIMHU.

ABTOpCKMe TpaBa - 3TO IpaBa Ha WHTe/IeKTyalbHYI0 COOCTBEHHOCTb Ha IPOM3Be/leHUs] HayKH,
JIMTepartypbl M MCKyCCTBa. ABTOpCKMe IIpaBa BBICTYIIAIOT B KauyeCTBe TrapaHTUM TOrO, YTO
VHTeJI/IeKTyalbHbIA/TBOPUECKUI TpyZ, aBTopa He OyZeT HampacHbIM, JacT eMy CIpaBejiBble
BO3MOXHOCTU 3apaboTaTh Ha pe3ysbraTax CBOErO TPYZa, IMONYYUTh W3BECTHOCTb W TpU3HaHWe. HuKTO
Oe3 paspellleHMs] aBTOpa He MOKeT BOCIPOW3BOJMTL €ro INpoW3BefleHHe, paclipoCTpPaHsAThb, MyOIUYHO
JeMOHCTPUPOBaTh, TIPOAaBaTh, WMIIOPTUPOBaTh, TIIyCKaTb B TIPOKAT, MyOJMUYHO  WCIIOMHSTB,
TI0Ka3bIBaTh/UCIIOMHATE B 3(prpe UK pa3Mellars B VIHTepHeTe.

Vcnonb3oBaHue '"MUPATCKOTO" MPOrPaMMHOTO 00eCIieueHUs] MOXKET TPUBECTH K MHOTUM PHCKaM:
OT TOTepH [JaHHBIX K TBOMM akKKayHTaM [0 OJIOKMDOBKM TBOEro YCTPOMCTBa, IZle yCTaHOBJIeHa
HeslerasibHasi TiporpaMMa. He crouTt Takke 3a0biBaTh, UTO CYIL[ECTBYIOT JjierajibHble M OeCIuiaTHbIe
NIpOrpaMMBbl, KOTOPbIe MOJKHO HAUTH B CETH.

O noprane
CeTeBUUOK.p(® - TBOH IVIaBHBIM COBETUMK B CETH. 37I€Ch ThI MOJKEIIb Y3HATh O 0e30TMaCHOCTH B CETU

NOHATHBIM M JIOCTYIHBIM $I3bIKOM, a IPU BO3HMKHOBEHMM KPUTHUECKOM CHUTyal[uM OOpaTuUThbCs 3a
COBETOM. A Tak)Xe MPUHSATh yUyacTHe B KOHKypcaxX U CTaTb CaMbIM LIU(POBBIM IPasKJaHUHOM !



[Tpunoxenue N 3

ITAMATKA JJI1 POJUTE/IEN OB NTH® OPMAIIMOHHOMN BE30IIACHOCTHU JETEN

Omnpenenenve TepMuHa "WHGOpPMAaIMOHHAs 0e30MacHOCTh JeTel" comepkurcs B PeneparbHOM

3akoHe N 436-®3 "O 3aiure AeTeit oT MHGOPMAaLUM, PUUYKHSIOLIEN BpeJ, UX 3/0POBbI0 U Pa3BUTUIO",
peryIvpyroIiiM OTHOIIIEHUs], CBsi3aHHble C 3alllUTOM JeTell OT WH(OpMAlMK, TIPUUUHSIONIEN Bpej UX
3710pOBbI0 U (W1K) pa3Butuhio. CoryiacHO JAHHOMY 3aKOHY "MH(oOpMaljioHHas 6e30MacHOCTb JeTeil" - 3To
COCTOSIHME 3all[UIIIeHHOCTH, TIPU KOTOPOM OTCYTCTBYeT PUCK, CBSI3aHHBIM C MpUUMHeHWeM UH(opMaliueit
Bpe/ia UX 3[J0POBbIO U (UIK) PU3NUECKOMY, ICUXUYECKOMY, JYXOBHOMY, HDaBCTBEHHOMY Pa3BUTHIO.

B cuny ®epnepanbHoro 3akoHa N 436-®3 uHdopmartiveli, TpUUMHSIONIEN BpeJ, 3/I0pPOBbI0 U (U/IN)

Pa3BUTHIO AETEIZ, SABJIAETCA:

1.
2.

3.

8.
9.

MH(pOopMaLus, 3arpelleHHas /151 paclipoCTpaHeHus Cpefiv fieTel;

MH(pOpMaLus, pacrpoCcTpaHeHe KOTOPOM OrpaHWYeHO Cpejy JleTeil oIpefie/leHHbIX BO3PAaCTHBIX
KaTeropui.

K uH(popmaruy, 3anpelieHHON 11 PacIIpOCTpaHeHUs CpeJy JieTeld, OTHOCUTCS:

uH(popmaLus, moOykparoiiasi AeTell K COBEPILIEHHIO AeHCTBUM, TPeACTaBSIOIMIUX yrpo3y HX
JKU3HU U (UH) 370POBBIO, B T.U. IPUUMHEHUIO BPeZla CBOEMY 3/10pPOBbIO, CAMOYOUICTBY;
CITIOCOOHOCTH BBI3BATh Y /leTel yKelaHue YIoTpeOUTh HapKOTUYeCKUe CPeZCTBa, IICUXOTPOITHbIE U
(unM) oAypMaHMBalollje BelljecTBa, TabauHble M37e/usi, aJKOTOJbHYIO M CIMPTOCOZEep Kallyto
NIPOAYKLIMIO, IMBO U HANWUTK{, W3rOTaB/IMBaeMble Ha €r0 OCHOBe; NPUHATh y4yacTHhe B a3apTHBIX
Urpax, 3aHUMaThbCsi MPOCTUTYLMEN, OPOJSDKHUUECTBOM WIIH MONpPOIIaifHUUeCTBOM;
000CHOBBIBAKOIIAsl WM OTPaB/bIBAIOIasi [JOMyCTUMOCTb HaCWIUs U (WM/IM) »KeCTOKOCTH Jubo
no6y»k/jaro11iasi OCyIeCTB/ISATh HACUIbCTBEHHbIE /1eMICTBUS 10 OTHOLIEHUIO K JTIOfISIM U JKUBOTHBIM;
OTpULaloIIlasi ceMeliHble LeHHOCTU U (OpMUpYIOLLiasi HeyBaKeHUe K POAUTeNsM U (WIu) ApyrUM
YjleHaM CeMbH;

OIpaB/bIBaIOLasi MIPOTUBOIIPABHOE NTOBE/leHNeE;

coziepkaljasi HelleH3ypHY10 OpaHb;

10. copeprkaitiast HMOpPMAIL[KIO TIOPHOTPadUUeCcKoro Xapakrepa.

K uHdopmaium, pacnpocTpaHeHre KOTOPOW OrpaHWYeHO CpeAy JleTeil orpe/ie/IeHHOr0 BO3pacTa,

OTHOCHUTCS:

1. wuHdopmanus, nipescTaBssieMasi B BUzie W300paykeHHsT WM OTTHUCAHUS )KeCTOKOCTH, (PU3UUeCcKoro
(Mn1) MCUXUUEeCKOro HaCKIIKS, TPeCTYIVIeHHs] MJIM HHOTO aHTUOOIIleCTBEHHOTO [1eMCTBUS;

2. BBI3BIBAIONIAsS y [IeTel CTpax, y’Kac WK MaHWKY, B T.U. TIpeJCTaB/sieMasi B BH/je W300payKeHus WJTH
OMUCaHWs B YHWXKaloLleld uveloBeyeckoe J[OCTOMHCTBO (hOpMe HeHaCWIbCTBEHHOW CMepTH,
3aboseBaHus, CamMOyOMIICTBA, HECYACTHOTO CJyyas, aBapuu WA KaracTpodsl W (W) HX
TI0CJIe/ICTBUM;

3. mpencraBiseMasi B BUjie W300paykeHHUsT WM OTMCAHUS TTOJIOBBIX OTHOIIEHWHA MeX/y MY>KUMHON U
JKEHIIMHOW;

4. copeprkaijasi OpaHHbIe C/I0BA U BBIPA)KEHUS], He OTHOCSIIECS K HeIleH3ypHO# OpaHH.

C yueTomMm 5STOro Bam rnpeajiaraloTcsda I1paBUJid paGOTbI B CeTu I/IHTEPHET AJid Ppa3/IMYHbIX

BO3DPACTHBIX KaTeropwii, coO/ofieHre KOTOPhIX TO3BOMUT 00ecreunTh MHGOPMAIMOHHYIO 0e30MacHOCTb
BalllUX JieTeM.

OOuue mpaBuIa AJIA poguTeIei

1.

HesaBucumo or Bo3pacta pebeHKa WCIOMb3yiTe TporpaMMHOe obecriedeHHe, IOMOTaroliee
(bunbTpOBaTh U KOHTPOJIMPOBaTh MH(GOPMALMIO, HO He ToJiaraiiTech MOMHOCTHIO Ha Hero. Baiie
BHMMaHMe K peOeHKY - I/IaBHBIN MeTO/ 3all[UThI.

Ecmu Bam pebeHOK uMeeT akKKayHT Ha OJHOM W3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMaTe/JbHO U3yuuTe, KaKyr0 WHGOpPMAIMIO TTOMeI[aloT ero
YUaCTHUKU B CBOUX NMpo¢usx u 6orax, BKrovas ororpaduu u BU€0.

[TpoBepbTe, C KakMMH JPYTHMHM CalTaMu CBs3aH COLMA/bHBIA cepBUC Barero pebeHKa.
Crpannuku Bariiero pebeHka MoryT ObiTh Oe30racHBIMH, HO MOTYT W COZep)KaTh CCHIIKM Ha



He)XejlaTe/lbHble Y OIaCHble CaWThl (HampuMep, IIOPHOCAWT, WIA CauT, Ha KOTOPOM [pyT
yTIOMHHaeT HoMep coToBoro TesedoHa Bartero pebenka wiu Bari gomarizuii agpec)

[Moompsiiite Bammmx geteit coobiriath 0060 BCeM CTPaHHOM WM OTTAJKMBAIOIEM W He CJIMIITKOM
OCTPO pearvpymTe, KOIjia OHM 3TO [ie/1atoT (K3-3a ONaceHus MOTepsTh AOCTyN K VIHTepHeTy netu
He TOBOPSIT POAUTE/SIM O Tpob/ieMax, a Takke MOTYT HauaTb MCII0/Ib30BaTh VIHTepHeT BHe joMa U
IIKOJTbI).

Byznere B Kypce ceTeBoii xu3HU Batero pebeHka. ViHTepecyiTech, KTO UX Apy3bs B VIHTepHeT Tak
Ke, KaK MHTepecyeTeCh pea/lbHbIMU [IPY3bsIMU.

Bospacr ot 7 o 8 ner

B UnuTepHeTe pebeHOK cTapaeTcsi TOCETUTh Te WM WHBbIE CAUThI, 8 BO3MOXKHO M UaThl, Pa3pelleHue
Ha TocCellleHre KOTOPBbIX OH He Momyudusa Obl oT poputeneil. [TosToMy pozpuTensiM 0cOOeHHO I0Jie3HbI

OyayT

Teé OT4YEeTbl, KOTOpbIe TIIPpeAOCTaB/IAKOTCA TI[IPpOrpaMMadMH TII0 OI'PaHHUYEHHIO MCII0/Ib30BaHUA

WuTepHeTa, T.e. PoguTenbCkuii KOHTPO/Ib WM TO, UTO Bbl CMOYKeTe YBU/IeThb BO BpeMeHHbBIX (aiiiax. B
pe3ysbrate, y pebeHKa He OyzeT OIIYIIeHHUS, UTO 3a HUM Be/IeTCS MOCTOSHHBIA KOHTPO/b, OJHAKO,
poauTeny OynyT To-TIpeXXHeMy 3HaTh, KaKue CaWThl mocelaeT ux pebeHok. /leTw B JJaHHOM BO3pacTe
00/1a/1at0T CWJIbHBIM UYBCTBOM CEMBH, OHH /IOBEPUMBBLI M He COMHEBAIOTCS B aBTOpUTeTax. OHU THOOST
UrpaTh B CeTeBble UTPhI U MyTellleCTBOBATh M0 MIHTepHeTY, NCTOoMb3ys 3/IeKTPOHHYIO TOUTY, 3aXOAUTh Ha
CAMTBI U YaThl, He PEKOMEH/IOBAHHbIE PO/IUTEJISIMHU.

CogeTsl 110 6e30MMacHOCTH B ceTy VIHTepHeT /71 fieTeld 7 - 8 jieT

1.

v

10.
11.

12.

13.

14.

Co3paiiTe CIIMCOK JOMaIIHKX [TpaBuUJI MocellleHus: VIHTepHeTa Npy y4yacTuu Jieteil u Tpebyiite ero
BBITIO/IHEHUS.

Tpebyiite or Baiero pebeHka cobmofieHUsI BpeMeHHbIX HOPM HaXOXKAEHHs 3a KOMITbIOTEDOM.
[MokaxxuTe pebeHKy, uto Bl Hab/mOgaeTe 3a HUM He MOTOMY 4YTO Bam 3TO X04eTcsi, a TOTOMY UTO
Br1 6ecriokouTech 0 ero 6e301macHOCTH M BCer/ia TOTOBbI €My ITOMOYb.

KommbioTep ¢ mopkmoueHreM K VIHTepHeTy [O/DKeH HAaxXOAWThCS B oOIied KOMHare TIof
NIPUCMOTPOM POAUTEIeN.

Vcrnionp3yiiTe crierjuanbHble eTCKUe TOUCKOBbIe MallliHBbI.

Ucronb3yiiTe cpefcTBa ONOKMPOBaHUS —He)Ke/laTeJbHOTO KOHTEHTa KaK /[IONo/HeHWe K
CTaHZapTHOMY PoiuTteibCKoMy KOHTPOJIIO.

Co3paiiTe ceMelHbIN 3/1€KTPOHHBIN SIIUK, YTOOBI He I03BOMIWTHL [JeTM HMeTb COOCTBEeHHble
azipeca.

Bnokupyiite poctynm K calitaMm c 0OeCrylaTHBIMM TIOYTOBBIMU SILJUKAaMH C  TIOMOILbIO
COOTBETCTBYIOIL[ETO TIPOTPaMMHOT0 00ecTieyeHus!.

[Mpuyuure feTell coBeToBaThcs C Bamu mepes oryOmuKoBaHMEM Kakod-11M00 HHQopMauyu
Cpe/iCTBaMU 3/1eKTPOHHOM MOUThI, UaTOB, PErMCTPALiMOHHbIX (hOPM U Npodusiei.

Hayuure fieTei He 3arpyskaTh (aii/bl, IporpamMMbl WK My3bIKy Oe3 Balllero cornacusl.

He pa3peraiite eTsM UCIIOIB30BATh CTY>KObI MTHOBEHHOTO 0OMeHa COOOIIeHHSIMU.

B "Genplii" CriMCOK CaiiTOB, paspellleHHBbIX AJIs TOocellleHHs], BHOCHTe TOJIbKO CAWThl C XOpollei
penyTaren.

He 3a6biBaiiTe GecefjoBaTh € JeTbMM 00 MX [py3bsiX B VIHTepHeTe, Kak eciu Obl peub Ii1a O
JpY3bsIX B peaJlbHOU JKU3HU.

He penaiite "Taby" M3 BOMPOCOB IOJIOBOM JKH3HH, TaK Kak B VIHTepHeTe AeTH MOTYT JIeTKO
HaTKHYTbCSI Ha MOPHOTpa(uIo WK CalThl "7/1s1 B3pOC/bIX".

[Tpuyunrte Bamero peGeHka coobijath BaM O JHOOBIX yrpo3ax WM TpeBOrax, CBfI3aHHBIX C
WntepHeroM. OcTaBaiiTech CIIOKOMHBIMH M HallOMHHUTE JETSIM, UTO OHUA B 0e30TMacHOCTH, eC/id
caMM pacckasali BaM O CBOUX TpeBorax. IloxBanuTe MX M NOCOBeTyWTe IMOZJOWUTH ellle pa3 B
MO7I00HBIX C/TyUasix.

Bo3spacr gereii ot 9 0 12 et

B nanHOM Bo3pacTe ieTH, Kak MpaBUJIO, Y>Ke HaC/bIIIaHbl O TOM, Kakasi iHGopMalus CyIllecTByeT B
WuTepHeTe. CoBepiieHHO HOPMaJIbHO, YTO OHU XOTAT 3TO YBU/IeTh, IPOUECTh, YC/bIaThk. [1pyu 3TOM



HY>KHO IIOMHHTbD, UTO AOCTYII K HeXXeJ/ldTe/IbHbBIM MaTepHra/iaM MOKHO JIETKO 336J'IOKI/IPOBaTL Ipy IIOMOIIH
CpeaCTB PO,E[I/ITEJIBCKOFO KOHTPOJIA.

CoBeTnl 110 6€30IMacHOCTH A1 AeTei oT 9 fi0 12 et

1. Co3paiiTe CIMCOK /JOMAIlIHUX MPABWJI MOCel|eHrs1 VIHTepHeT Mpy yJacTuu JieTeil U TpeOyiite ero

BBIITOJTHEHHSI.

TpeOyiite ot Barmero pebeHka cobmoeHrst HOPM Hax0K/JeHUsI 32 KOMITBIOTEPOM.

3. Habmopaiite 3a pebeHKOM Ipy paboTe 3a KOMITBIOTEPOM, MOKaXXUTe eMy, uTo Bl GecriokonTech 0
ero 0e301MacHOCTH M BCeT/ia TOTOBBI OKa3aTb €My ITOMOIb.

4. KommbloTep C TMoOAK/IOUeHHeM B VIHTepHeT [O/DKeH HaxoAWTbCs B oOIlell KoMmHare Tof
IIPUCMOTPOM pOJUTEJIeN.

5. Wcnonb3yiite cpefcrtBa O/OKMPOBaHMSI He)KeaTeJbHOTO KOHTEHTA Kak /IOTO/IHeHHe K
CTaHZapTHOMYy PoguTesbCkoMy KOHTPOJIIO.

6. He 3abbiBaiiTe NMpUHMMaTh HENOCPe/ICTBEHHOE y4yacTHe B JKHW3HU pebeHKa, Oece/joBaTh C [J€TbMU
00 ux Apy3bsix B IHTepHeTe.

7. HacrauBaiite, uToObl [eTW HUKOT[A He COIVIAIIA/MCh HAa JMYHble BCTPEUM C [JPY3bSIMHU 10
NurepHery.

8. Tlos3BossiiTe [eTsIM 3aXOAWUTh TOJIBKO Ha CaiThl U3 "0esoro” crimcka, KOTOPbIM co3ziaiiTe BMecCTe C
HUMHU.

9. [Ilpuyuwure feTeld HUKOIrJAa He BblJaBaTh JIMYHYIO MH(GOPMALMIO CPe/ICTBAMU 3/1eKTPOHHOW MOYTHI,
YaToB, CHCTEM MrHOBEHHOTO OOMeHa COOOIIeHUsIMUA, PervucTpalMoOHHbIX (OpM, JIUUHBIX
npoduieit ¥ Npy perncTpalyy Ha KOHKYpchl B VIHTepHeTe.

10. Tlpuyuute geteii He 3arpy>xath TporpaMMel 6e3 Barrero paspernienusi. OObSICHUTE UM, UTO OHHU
MOT'YT C/IyyaiHO 3arpy3uTh BUPYChI W/ JIDyTroe HexkeslaTe/bHOe IPOrpaMMHoe obecrieyeHue.

11. Co3patiTe Bamemy pebeHKY orpaHHYeHHYIO YUeTHYIO 3aMiCh /il paboThl Ha KOMIIbIOTEpe.

12. Tlpuyuute Baiuero pebGeHka coo0mjaTb BaM O JOObIX Yrpo3ax WM TpeBOraX, CBsI3aHHBIX C
WnTtepHeroM. HamloMHuTe AeTsiM, 4TO OHU B O@30MacHOCTH, eC/IM CaMH paccKasalayd BaM O CBOMX
TpeBOrax U oraceHUsIx.

13. PacckaxuTe fieTsam o mopHorpaduu B IHTepHeTe.

14. HacrauBaiiTe Ha TOM, YTOOBI [|eTH TpefOCTaB/Is/IM BaM JIOCTYINl K CBOel 3/1IeKTPOHHOM IIouTe,
yTOOBI BBl YOEIUTUCH, UTO OHU He 00IL[Ar0TCs C He3HAKOMIIaMHU.

15. O6BsicHUTe [eTsiM, UTO Heslb3s1 UCIO0/Ib30BaTh CeTh [JIsi XyJUraHCTBa, PaclpoCTpaHeHus CIijieTeH
WA yTPO3.

N

Bo3spacr gereii ot 13 g0 17 et

B 3TOM BO3pacTe NOAPOCTKU aKTUBHO UCIIO/Ib3YIOT TOMCKOBBIE MAllWHBI, [10/Ib3YHOTCS 3/IEKTPOHHOM
TIOUTOM, CJTy)KbaMu MrHOBEHHOTO 0OMeHa COOOIIeHUsIMH, CKauMBalOT MY3bIKY ¥ (H/IbMbI. Masurikam B
3TOM Bo3pacTe OoJjblile TI0 HPaBY CMeTaTh BCe OrpaHUUYeHHs, OHU >XaXAyT rpyboro romopa, asapTHbIX
Wrp, KapTUHOK "7t B3pocC/bix". JleBOUYKH TPeATIOUNTArOT O0IIaThCsl B uaTax, MPH 3TOM OHH TOpa3zo
Bosiee UyBCTBUTE/bHBI K CEKCyaIbHBIM JIOMOTaTe/IbcTBaM B VIHTepHeTe.

3ayacTyro B JaHHOM BO3pacTe DOJUTE/ISIM Y)Ke BeCbMa CJIO)KHO KOHTPOJIMPOBATh CBOUX JieTeM, Tak
Kak 00 lHTepHeTe OHM y)Ke 3HAIOT 3HAUWTENbHO Oorbllle cBoux poauTeneil. Tem He MeHee, He
OTIyckaiTe Aeteil B "cBobogHoe rmmaBaHue" 1o KHTepHery. CrapaiiTech aKTMBHO Y4aCTBOBAaTh B
ob1mieHnu peberka B VIHTepHeTe.

Ba)xHO mo-Tipe>kHeMy CTpOro cobOmroAaTh mpaBuia MIHTepHeT-0e301acHOCTH - COTIallleHHue MeXXIy
posuTenssMd U JeTbMu. Kpome Toro, HeoOXoAMMO Kak MOXKHO 4Yallle MPOCMarpvBaTh OTYeThl O
nestenbHOCTH fleteld B MHTepHere. Crneayer oOpaTuTh BHMMaHHWE Ha HeOOXOAWMOCTBH COZEp’KaHUs
pOJUTeNbCKUX Taposeii (maposnedl afMUHUCTPATOPOB) B CTPOrOM cCeKpeTe M 0OpaTuTh BHMMaHHWe Ha
CTPOrOCTh 3THX MapoJiei.



CogeTsl 110 6e3011aCHOCTH B 3TOM Bo3pacte oT 13 o0 17 net

1.

10.

11.

12.

13.

14.

15.

Co3paiiTe CNMCOK JOMAIHUX TIpaBUI TocelleHuss VIHTepHeTa MpU ydyaCTUM TOAPOCTKOB U
TpeOyiiTe 6e3yC/IOBHOTO ero BhIMoHeHHss. OOroBopuTe C peOeHKOM CITUCOK 3arlpelrieHHbIX CauTOB
("uepHbI crMCOK'), yackl paboThl B VIHTEpHeTe, pYKOBO/CTBO M0 001eHHi0 B VIHTepHeTe (B TOM
YyycJ/ie B uarax).

KommbroTep ¢ nogk/itoueHreM K ceTd VIHTepHeT [10/DKeH HaxoUThCs B 00I1lel KoMHare.

He 3a0bIBaiiTe GecemoBath ¢ ieTbMHU 00 UX /py3bsiX B VIHTepHeTe, 0 TOM, YeM OHH 3aHSIThl TAaKUM
obpa3om, OyATO peub HET O APY3bsX B peaabHOM >Ku3HU. CripalivBaiiTe O JIFOASX, C KOTOPHIMHU
Jety oOIarTCsl TIOCPEeJCTBOM CIY)KO MrHOBeHHOro oOMeHa COOOIeHUsMH, UTOObl YOeauThCH,
YTO 3TH JIFOAU UM 3HAKOMBI.

Ucronp3yiiTe cpencTBa OMOKMPOBAaHWS —HeXKe/aTelbHOTO KOHTEHTa KaK [IOTIOIHeHWe K
CTaHZapTHOMY PoinTe/ibCKOMy KOHTPOJIIO.

Heobxomumo 3HaTh, KaKMMH uaTaMu TIOb3ylOTCs Bamm getu. Tloorpsifite MCronb3oBaHUEe
MOZIepUpyeMbIX UaTOB U HacTauBaiTe, UTOOBI ZieTH He 00II[a/MCh B IPUBAaTHOM PeKUME.
HacrauBaiiTe Ha TOM, UTOOBI ZIeTH HUKOT/]a HE BCTPEUA/IMCh JTMYHO C PY3bsIMU U3 CeTH VIHTepHeT.
[Tpuyunte [eTeil He BblZABaTh CBOK JIMUHYHO MH(OPMALUIO CPeACTBAMU 31€KTPOHHOM IOYTHI,
YyaToB, CHUCTEM MIHOBEHHOTO OOMeHa COOOIIeHHsIMH, DPerucTpariMoOHHbIX (OPM, JIMYHBIX
nipocr/iei ¥ pU perucTpaliv Ha KOHKYpChl B IHTepHeTe.

[puyuure feTell He 3arpykaTh MporpamMMel 0e3 Bairero pasperienusi. OOBSICHUTE UM, UTO OHH
MOT'YT C/Ty4aiiHO 3arpy3uTh BUPYChI WU APYyTroe HeKesaTebHOe MporpaMMHoe o0ecriedeHue.
[Tpuyuute Bamero pebeHka cooOIjaTh BaM O OObIX yrpo3ax WM TpPeBOraX, CBSI3aHHBIX C
VuTepHeToM. HarmoMHUTe /1eTsiM, UTO OHU B 6@30MacHOCTH, eC/IM caMM pPacCKasaav Bam, O CBOUX
yrpo3ax Wiy TpeBorax. [ToxBamure WX ¥ MIOCOBETYWTe MOJONTH ellje pa3 B MOAOOHBIX C/Tyuasix.
Pacckaxute metsim o nopHorpacuy B ViHTepHeTe. [ToMorute UM 3alfUTUTLCA OT criama. Hayuure
TIOJPOCTKOB He BblJlaBaTh B VIHTepHeTe CBOEro peajibHOrO 3/1EKTPOHHOIO afipeca, He OTBevarb Ha
He)XeJiaTe/IbHble TTMChbMa U UCI0/Ib30BaTh ClieliaibHble TTIOYTOBbIE (PUIIBTPHI.

[Mpuyunte cebst 3HAKOMUTBCS C CaliTaMH, KOTOPbIe TIOCEILAat0T TOIPOCTKH.

HayuuTe feTeil yBakaThb JDyTUX B MHTepHeTe. Y0eAuTeCh, UTO OHM 3HAIOT O TOM, UTO TpaBU/IA
XOpOLIero NnoBesieHus JeUCTBYIOT Be3Jie - laKe B BUPTYaJlbHOM MUpe.

OO6bsicHUTEe [leTsIM, YTO HU B KOeM (CJjiyuae HeJsib3sg HCIoib3oBaTh CeTh [/ Xy/IWTaHCTBa,
pacrpoCTpaHeHus CIIeTeH WX YIPO3 JPYTUM JIFOJSM.

O6cyauTe ¢ IoAPOCTKaMH NPo0IeMbl CeTEBBIX a3apPTHBIX UI'D U MX BO3MOXKHBIN pUCK. HariomMHuTe,
YTO JIeTH He MOTYT UrpaTh B 3TU UTPhI COITIACHO 3aKOHY.

[TocTosIHHO KOHTPOJIMPYWTe HCTonb3oBaHUe VHTepHeTa BarmiM pebeHkom! 3TO He HapylleHHe
€ro JINYHOrO IPOCTPaHCTBA, a Mepa MpeJoCTOPOKHOCTU U NpOosiBleHre Baiel pojuTesbCckou
OTBETCTBEHHOCTH U 3a00THI.



